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vykonPro - PasswordServlet

The Password Servlet is used in the station to manage user password expiration. The Password Servlet
component is located in the vykonProUser palette.

Properties

e Status - Status property that reflects the current status of the servelt.

e Fault Cause - String property which displays the applicable fault cause if the servlet is in a fault

condition.

e Enabled - Boolean property which configures whether the servlet is functional or not.

e Servlet Name - Readonly string property which defines the servlet name.

e Expiry Time - BRelTime property which configures the global password expiration time for all
users in the station. This property value can be overridden locally on each user. If the expiry time
value is set to zero, the password never expires.

e Expiry Alert Time - BRelTime property which configures the amount of time before the user's
password is set to expire that the user will be prompted to change their current password during

the login process.

e Min Password Age - BRelTime property which configures the amount of time which must elapse
before a password may be reused.
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Password Servlet Setup

e  Open the vykonProUser palette and copy the PasswordServlet component to the User Service in
the station.

LINES |a My Metwark

= Eﬁ Station (wykonProTest)

+ ‘m Home

--B config

= @' Services
= ,5_7; UserService

8 admin
+ ,5_7; guesk
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+ 2 touch
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e Go to the properties sheet of the passwordServlet and configure the desired properties.

passwordServlet {Password Serviet)
C1 B |a My Metwork |L| | Status |ioky
-] Eﬁ Station (vykonProTest) a] [ < © FaulCause I |
+ £ Home | () Enabled [© e |5
- B cConfig
Servlet I
= @Services _1 (3 Servlet Mame |useerdE:-:p |
-1 8 Userservice _| Z» Expiry Time +0304 00k O0m| =
+ B admin ) )
] Expiry Alert Time +001d 00h 00n|E
+ 8 guest O (1=
+ & User Prototypes | O MinPassword Age  |+030d 00h 00w/
+ 2 touch
+ B syncTest
+ 2 excel
+ B admin1
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¢ Inthe nav tree expand "My Host", expand "My Modules" and locate the vykonProUser module.

@_ & |a My Metwork, H

- B My Host : vASILTDLHESK] (vykonProTest) [
+ = My File System
& Py Modules
+ é:.? My Tools
PlatForri
- B2 station (vykonProTest)

+ {ot Home

e Expand the vykonProUser module, expand the rc sub folder and copy the pwRedirect.html file.

@_ (% Ia My Metwark H

- [7] wykorProlser -
+ [27] doc
- rc
D change.css
D change. js
@ kews.png
@ passwordExpiry . hkml
@ pruRedirect, Rkl
+ d module, palette
D wykonProUser, lexicon

e  Paste the pwRedirect.html file to the file space.

@_ % |a My Metwork, m

- Il station (wykonProTest) =
+ £ Home
+ B config
- = Files
+ [27 alarm
+ [27] batchlob
+ [27] histary
+ [27 httpd
- 7 nav
@ piwR.edirect, hkml
3, wykonProTest.nay
+ [27] options
+ [ px

+ [77] reparts
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e Editany nav files in the station, changing the Target Ord of the Home property to point to the
pwRedirect.html file in the station file space.

= My Host : YASILTDLHE

Q, Ie My Network,

- B station (wykorProTest)
+ fﬁ Home
+ B config
—/ = Files
+ 7 alarm
+ B3 batchloh
+ 7] hiskary
+ (23 httpd
— 0 nav
@7 puRedirect.html

= ProTesk nay J_| |

+.57 nokinne

Display Mame |Home

Target Ord  [iERES Redirect.htul]

Icon Imodule: fiicons/xlo home . pog
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£ Erhanced Hyperlink Binding skation; |slot:/Zones a1

e  Edit each user in the station and configure the "User Password Expiry" properties as desired. At a
minimum the "Home Ord" property should be configured to point to the original target ord for the
Home property in the original nav file.

Name Full \ame |Enabled |Expiration |Permissions |MNetwork User |Protoltype Name |Language [Password |Email |Cel
) Name |admin |

{2) Full Name | |

"1 Enabled n

{Z) Expiration < Never Expires <> Expires On |03/10/2011 23:53 EST |

) Permissions Super User (access entire station, File swstem) |supe1:

1 Network User n

) Prototype Name | =]

© tanguage L1

Password [esssssss |

) Password
Confirm Iooo..... |
) Email | |
{2 Cell Phone Number | |
Time Format | [default) m
" Facets
Unit Conversion n
{_) Mav File |tile: *nav/vykonProTest. nav = =

fuko Logoff Enabled n
Auto Logoff Period — [00000k 1 5m|P [Smins - +inf]
) Web Profile Type | Default wh Wb Profile =]

Applet Reload On Hyperlink ﬂ
Show Back &nd Forwards Buttons | ) false |+ I
IR

Lacal Expire Time | global [ =]
Expiry Time 030d 00k 00m| = [Oms - +inf]

Last Change Time [03/07/2011 07:52 EST |

) User Password Expiry

Home Ord |station: |sloc: s =~ =

| [ | L4

| 0K ” Cancel |
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Browser Login Behavior

Once the password servelt is configured the user will be prompted during the normal login process
to change their password if it is expiring with the configured expiry alert time. The user will

initially be prompted with the standard login screen.

CEX

) Login, - Mozilla Firefox

File Edit Miew History Bookmarks Tools  Help
@ - & 0 (g | # nttpiflocalhostflogin bird - 2
T+ Login o -
vykonProTest

- Username: admin

. Password: |

v
Done

If the user's password is expiring within the configured time frame, they will be prompted with a
dialog to change their current password. Password strength and minimum password age
requirements are enforced based on the configuration.

o)X

) User Password Change - Mozilla Firefox

File Edit Miew History Bookmarks Tools  Help
@ - & 4 (g | # nttpfflocalhostiuserPwdExp 17 - - £
& User Password Change - -
A
Your password is expiring on 08-Mar-11 7:52 AM EST
vykonProTest
Password:
- ! Retype
Password:
o - Change Password
v
[Done
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o If the entered password don't meet the requirements, the user will be prompted with an error
alerting them to the requirement such as minimum password strength or password age.

) User, Password Change - Mozilla Firefox |ZI|E|E|
File Edit ‘iew History  Bookmarks  Tools  Help

@ - c M Tut & http:/flocalhostfuserPwdExp 7~ - _,p

T User Password Change - -

Your password is expiring on 08-Mar-11 7:52 AM EST
The passwords you entered didn't match

vykonProTest

Password: sese

/.-T-..
! Retype
Password: m

| Change Password

Done

e Once a new valid password has been accepted, the user is redirected to the standard login page
where they must login using their user name and new password.
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